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THE CELLtJLAA TEuco~t~n""'lcAT10l'fS L~DliSTRY ASSOCt.~Ttos

TIlE PERSONAL COM.~L~lCA.TIO~5 INDUSTRY A5SOClATIO~

THE TELEcoMMt!'IlCAnONS L~USTRYAssOCIATION
THE UNITED STAT£5 TELEPHONE ASSOClATto~

The HOl\Crable Janet Reno
U.S. Oepanment ofJustic:.
Tonth Me ConlliNcton Avcnu.. N.W.
WashiDltOD. DC 20530

Oear t\ttomey General Rcno:

1'haftk you for your flcent teaer. l:1arifYil\l several iss_ raised ae our l~t
meeting With Assistant AUCmey Citncral S~e Col._ and lbe fBt We ilac1ly a~;Cpt

your offer oCfurfhcr alariiicl&Cion Oft the FlU'. Final Notic. orCa_icy.

We ate cQ1\ceme4. however. at other remaiDinl ciivisiona bctwcCf\ inetu,ltl')' and
the OepalUftlJU of Justice - particularly the FBI's ins.is1ac. that cbc ;ompliance deac1line
will omy be '''tllI1G.1t (or carriers chat IIfCI co Pft'vidlall rUM of che ··pu=hlist'· items as
wel1 1$ the Bunau's rail\&rC to ntt:Qpi. that CDlftpUaac. is not rnsanably achievable
within the cW'nInt staNtary deaclline for CW'fCmly installecl or deployed technologies.

tt is UlVeUO"able to uk indusuy to P'&fSUC impllmellCllion of the punchHst
fealutts at this time whe Mitbel' the FBt Qor the El\haaml Surveillanca Scanclard CESS)
Committee has developed detai1cc1 and standlrdi%ecl sp:ciftcaUons for chae rectuiremerus.
This is. in essence, a dllftMCl thar if inclu.scrY wuu an exteftlion it must abandon irs
eleepLy held. ~iews about wbat features CALlA rcquilws. Finally, failure to 4cem
cum:ntly insta11Id or ct.ployecl tlChao~Oli.. in com"Uance will shift costs uM:l4Onably
to iaclustry and impose com..titi~e GiJaa~antaicabetween clift'etent wriers and
teclmolOlia-

For theM taSOGS. we wowcl u.nclerstancl ifyou ctc;.icic. as you baye pmioWiiy
indicated. that the bcR raoh.'ion of tAla iNU is loG 'Nq\lelt a bi.ad.iJl1 cietermiDatioll from
the Federal CommUDicatlons CommiSSion. Such. requac will not affect industl)" s
wi11in,ness to partid~in lither die 6O-day priciq exeteise dtscusscct at oW' mcccing
Oft Friday, March. 6. 1991. eM on-Ioma ESS effot!. or iJuUWzy·s C:Qmm~uncnt to c1evelop
CALEA solution. for nmn teetmolclies.
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We appreciate yOW' ~fttinued.. personal involvement in these =tl'orts and hope that
an et"ficicI\t implc:tn,nwiol'l of CALEA will loon be pouible,

Sin~ly.

11f
,: 'I
11II.....CIIIi riclli••
1.t,., AtII11••
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Thank yOIJ Mr. Chairman for glVll\8 me the opportunity to appear before ~'OIJ J.nd

the other dislinguished. members of yOW' committee. No one can ~PUte that tnes~ hearinas are

timely ana necessary, My appearance: today it on behalf of the members of th~

Telecommuni,.tioD$ In'h~stry Association rnA"). nA represents more than 600 United Swes

l:ompanies that manufacNre and supply the eqwpl1leftl thll is the bGkbonc of thll

cele;ommWlications industry - from switches for landHne. c:eUulaf. PCS and satellite systfms to

pa8ers to cwo-way radios.

implementation of the CammunicatioM Assistance for L.aw Enforcement Ac:t of

1994 ("CALEA") is a1 an impuse that industry ancl lovemmem have not been able to break,

COftanSS intended that most of the implementation of the ~ wou1cl have occurred by the act's

foutth anniversazy, October 25, 1991. Repenably. for c~ reascn.s I will discuss below, chat

cieaclline cannot be met

I am pleased to report, however. that in the put week manu.facNrers have

reec:ivea a number of pmmisin. sianals from the FBt. After several months of beml e~cluded

from m.etings. last week TIA and several manufaetUms were ;oatKtee1 by Mike Warren. the

l\CW section t\ead. for the CALEA lmp.lelllellwian Section at the FBI. He asked for a series of

mcctillp and has ofterecl to enter into IOod faith nqotiations with the manufacturers. with tlte

hope of ac:hieVUlIIln .._mea, 011 CALiA's capabilitY reqwrements.

TJn.fottunatoly, dais is not the fltst time that 3~b all il)peal has been made by me

FBI. 111 maDy ways,· the FBI's current requ.st i. remiJUlCeftt of those w. recei\lr:cl when we fJrSI

bealUl the stII1dards process ill early 1995~ immectiately after the passaae ofCALEA.

At rhat time. me fBI approacbcd TIA utd &tke~ uncI.mandably. to be involved

in the staDdanis process. anA was Ilid to welcome the PBt into tbc process. ,",pinl that with the

COlUtructive participation of Ilw enIorcemet11 we would be able co mivc a& • staAdarcl thac wa.
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acceptable to all panic:s, [ndced. as ret1ec:ted in our Engineerina ~anual. TIA has J.1 ..... <1ys

encouraged the active participation of iovcmment entIties in oW' standards process.

Unfonunately,our attempts co avoid confrontation and. at good faith negctiatiol'l.

.,...ith law l!nforcement have put us when: we are today: a year away from the compliance

deadline ami sdll without a standard to which to bullet

B. Tltr Stauda'" Proc...

As the pruic1enc of TIA. t am. in a unique position to comment on the indust~

standards proccss and how W8 arrived. at our c:umllt situation. TIA, as an institucion acc:rec1itc.c1

by the American National SWlCiatcb tnstitut, (ANSI). was selected by the telecommunications

indUStrY U) promullate the inclustzy1s CALEA standarcl

Upon passale of CAlEA. TIA promptly initiated a staddardI progrlJn. TIA set

an ambitious scb.d.ule .- hoping to complete the sWldard on an cx~cly expeclileci basis.

AlthouBh there were some substaAtive c1isaareemcnts wttb1D lnclusuy (as there alway!!! are in a

standards process), tDeSi were resolved Oft 4 fairly rapid basis.

Disapeemeftts with the FBt, however. were not SO easily resolved. It graduaLly

became apparent that law enforcemct anc! indUSU"y had markedly different interpretations of

what was required under CALEA.

In retreJS1'CCt, we should have done what CALEA provides: passed the feanns on

whic:h ltKlusay aareed as rhe iDdustry "sate harbor" sWldard and mid the FBI that if it considered

this standard to be defkill\& it shoulcl chaUenl' the standard at the FCC. Instead. hewever. we

accepted repeated FBI requests (or more conswwion. more meetinp, and more drafts - all in

th£ hopes of' an;ving at som.e acceptable middle ground where die FBI and industrY could reach

QOnsensus.

In racl. Cor the past~ and a half yeas, a vut ~orityof the sunciatds meetings

wen: devoteel CO adclreIsinllaw cafoh:c:meft~S concems and seeking su,h an agmment.

- 2 -
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filed petitions pu.rsu.at to the C.munUftioaUona Alsistace for Law Enforcement Act of 1994

Both the Center for Democracy and Technology and the Department of Justice recently

have to modify their solutions. To awid unnecessary waste ~ftime. enamecrinl resources and

lost opportunity COlts, as well il.S to avoid t\lnhcr delays in implementinJ CALEA, manufacturers

ate in need ofimmediate auiduce from the Commission.
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("CALEAj. cbal1enainl the indUStrY -safe harbor-- SWKtard (J-STD·025) as dcncicTlt.

T1A respectt\a1ly requests the Commissioc to act promptly on both petitions and

immecliatcly initiate a rulemaking to resolve thae cballengc:s. MaDuticNms cummtly are

devotiq ellOrmOUi cnaineerineres~ to build the equipment aacl software to meet J-Sm..

025. Thee~ olthlle d»illltlpl- seekiq, alternatively, dramatic~on md

contridion of the standard·· mas created Iftat uncertainty about whether manu.f'actw'm will

Beea~ lYe. on Aft apedited. basis. the Commissioa~ 5~ve determination may

not be completed tbr several montbs, nA hereby r.queatl~ the COIlUlUWou:

flat immediately sDDCllmce, at the begirmiDg of irs rulemaking, tbm ad'or=mCDt of

CALEA ig suspended until the Commission issues iu final dctem1ination;

see.!!, establish, 11m at the beainnin& of its rulemakins, a reaso.aable compliance

schedule ofat least 24 mcmtbs for manufacturcn and carriers to develop, install aDd test the

software and equipmeat l1ecesscy to implemmJt the Commissionts final decision;

tbird, establish an expedited schedUle far adc1rcsling these: Cba11~I; uel

fourth. should the Commission determine that ]·STD-02S is deficient. remand 1ft)'

technical standarciizadOl1 work to TR.-4S.2.
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nA wc:l,omes the Cormaiss1on"s resolutiol1 otUlis dlfticu1t dispute and hopes that a

prompt solution will be possible.
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BeIontll.
FEDERAL COMM't1NICATIONS COMMISSION

Wulalllpoa. D.C. 20554

I. tile Matter of

.......1dI1 UDder Secdoal006
at dae Co••••Ia... Act of
1934, u •••eled, ad SeetIoD 107
of•• Co AMiI.....
for La. laton ' Act to_lYe
TfCIuIlctd III ucl tstlblilia
• New CalDplbuice Scbed.

To: The COIDIIIiuio.

)
)
)
)
)
)
)
)
)

Docket No. __

PETITION rOR RULEMAXING

In the last several days both the Cewuer for Democracy and Tec1mololY ("COT') and. the

U.S. Department ofJustice have filld petiUcms puzsuam to she Communications AssistanCe for

Law EaiorcCftlClftt Act of 1994 ("CALEA'"I asci", the Commission to declare deficient the

industrY "safe harbor" standlrd (J-Sm.02S)2 jointly promulaa!ecl by J*iUODer, tbe

COlftlllUDiGllioN Astilllnca for Law EIlf'ar;amelll A;t. Pub.t.. 103-414.10' Sw. 4119 (199l4).

e:titksh! 41 USC i lOOt IE_

11teT~""'·waicadaDs lDdu...,. AIIoclilion ("1'IA") hu pnwidecl complomtftlll)' coPies of J.
STD-02S to cbe CGIIIIIlltlJaa stldf'for tMir ... lD. dli, .... reIMId proaecltnp. nA requestS dIIIlhc COmmissiOG.
ule hu daM ill to paC, 1ft, 41 C.F.L Il.13D1(bX4)MC1 4" C.F.R. f 6IJI1,mpcctthe inteltcclUa1 propIftY
rilbb otTtA IDd..All av Te\ecomMuniCllioas~ Sokatiou in ibiS cop1rilblld dacumeftt and CollDW
die ........ afOm.. 0'M••••••• IlIlCl BudaI1t eircu. A-I 19. '.ral PtWlittipatitNI in """~1I'QN/
Us- 0/Yo/lI"""" CtWMIMI~ _ illC~AuarllWlV"e,M,.,. 63 PtId. aac. 154!. , 'j (Feb. 19.
! 9PIX..,.oi&,iD, dIat an ..-.=y 04Jho1aId I'Iflerence volulalY~ s&InCIIrds, aIonI wilb IOURCS of availabdiry.
in llf'PI1'PI ilia pubUcadons.......1atorY ordarI. and related iacemal documilUI. • •• If'avo1uDtlrY staDdIrd Is used
uut pulsUaMci in u .....y doell_eeL [rhe Commluionl mUle oblerve ael prolKt the riJbts Df the c:op)'ript holder
anelUl)' simlll1 oblipliaDs.j.
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determimtiOJL

t=lScu.ble complianoe sc:hedw. ofat least:24 mcmtbs from the Commission's final

underiDclusive (as arau= by law cnfotccmeat) or overiJlclu.sive (as urged by priVK)'

advocates).~ nA also uraes th. COrnmissiOll to IMOUDce, put'lWlDt to the explicit authoritY

T-3&D F 07 Job-1D3ZD24Z53102

granted to it under CALEA section 107(b)(5), that manufacturers should suspeJUi development of

capabilities to meet J-S~25durinl the pende11cy of this Nlemakinl and to establish a

TelecornmunicatioftJ lDclustry Association ('"TJAi,3 an&1 Comm1nee T-1, which i. spClftsorcd by

the AllilDCc for Te1ecoZDmuzticaUons Indu.stty Solutions.

PW'SUI11t to section 107(b)(S) ofCALEA and .;tioD 1.401 ofthe Commission's Rules.

4' C.P.a. § 1.401. T1A hereby respecUWly requests the Commission to commence the requested

Nlcmakinc to rcaolvc lona-sta.DctiD1 d.isp&atel as co whether the iDdUJU"y !lQndard is

Sccdon U03 or.Call1llltaioa'llWlII, 41 C.'.L § 1.403, provides farllodl~ III" oppommil)'
ror c:onunnt la Ie.,... 10 ............ ruJtm.k i•• flied ......... 1.401. s.. SectionIl.405 end 1.407.
47 C.F.ll §I 1.40.' and 1.407. lIlviawoftbeurpatn_forthtCommillioDlDrIIOIwmnellDiqUel)' time­
sensitive and laaportaau iuuu IIICI to _bUill • ...., C1...,lj.IIM.......1e UDdIr lICtioa 107(bX~ ofCALM. TIA
requests rJ1at die CoaIInbJlan proceed dinctly CD issuua ofa Nodce ofPrapaJed R.aalltDlkinl ill rcspot1N 10 !his
Peaaoa for blcnsakina-A~ far luch __ ia ....... ill SecIioft 1.3 oldie RuJa. 47 C.F.ll. § 1.3, and
Sectian 4(;) ofthe ConwuaicalioQl AGt or 1934, .1IrIWftdccL 47 U.S.C. § 1S4(j).

t. IDtMlducdoa

On. Man:h 26, 1991, the CCI'1Ier for DemocrKY and Tec1mololY filed a petition, pursuant

10 SIlCtiOEW I01Ch) and 109(b) ofCALEA. aV.i1J1 that the CommissiOSl initiate a rulemaking to

review the indusu')' "safe bIr'" standard, J-STD-025. The CDT COtltends that two provisioru

3 'nA ;, • ,.ldeN I&U .....w. D'Ide lSIOCiadaa ofover 9OO......u .ad I... COllI..... dut provide
corlllftUllicatiau 11III iatarmIIi8G ltdIDoIDD prodUeIs. mIIII'ia!I, syares. dilCl'lbudaM~iCts ud profUlional
,e~IG. in the UIlitN ....taroud _ 'MOr1d. T1A is iCendlted by me AmcriGIn 1'lIatioulSfaDCIIrds InJtilulle
(ItANSI'" to iJIueI"" lbr dle lDdunry.
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ofJ-S1'O-025 rcprdine 4'location" and "padcet data" exceed the scope ofCALEA and.

therefore. render the standard deficient. The COT also I.qes Ute Commission to "reject any

m'll.llst by the FBI Of other a8eft~ies to fUnher expand the surveillance capabilities of the

Natioft' c tel-eommUDication$ sYstemI" and. 10 "find compliance with the assistanee capability

requitemeDt5 not reasonably achievable far =quipmcm, facUiun ancl s=viGCS installed or

deployed. after January 1, 1995. arui iDdefinitely delay implementation ofme statute, while

industry develops II JWrowly focusecl staDdanl"

On March 27, 1991, the Department ofJustice and the Federal Bwuu oflnvestigation

(
14FBr') tiled a similar petition, c:onteftdillg dw J-STD-02S is deficient because it fails to include

nJne additional survci11~e Ccaturcs (colloquially known as the "'ptmch1i,t") that industry aad the

privacy community bad determined ekceed the sc:opl! ofCALEA. lbe Commission should iK:t

on bath petitions and immediately iDi1iate .. rulcmakiDg to resolve tbese challenges and avoid

further delay ofimplementation of CALEA.

The incWsUY staDdarcl repretllltS a goad-faith effon by iDdus1zy to bl1mcc society's

c:ompetinl imcretts in PreserYiftI iadiYidual privacy, W'hM logica1 ilmovation and public safet)'.

Neverthcles~ the ongoiq dispute over whcthcrJ..STD-02S is consistlDt with CALU's

requirements has dellyeci implementation of the Act by more than twO years. A"ordingly. TIA

welcomes the Commission's resolutiall of this prolonged dispute.

It is imporraIlt that the Commission act prompdy Oft the pendinl petitions, especially in

the Commission is aware, manutactu:rel'S are cjcvcnil1g cmDlmOUS CDlin_rinI "sowc., to build

the equipment and softwme to meet ]-STD-02S. S~ftwue ea..iDem at several manu1i.ctum'S are

.).
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literally ready to enter the cacle for the software programs necessary to im)'lement patU of J.

STD-02S. The existence ofthese c:ba11l:l1ges tc ]·STD..Q2S •• seeking. alternatively1 dramatic

exJ)aDSion and conuae:tion ofthe standard - bas cte.ltec1 areat uncenainty about whether

mmufacturcn will have to modify their solutions. To avoid wmecnsary waste cfume.

Conares.siolll1 iDtem expressed when CALEA was passed. manufacturers arc in need of

immediate .uidaDoe from the Commis.sion.

Because. eYeD an aD expedited basis, die Commission's substaative determi11atioD may

DOt be completed for several months (or even by the October 25. 1991 compliance date), nA

requests that the Commission immediately lIDIlO\lDCC. It tho bc&lAaiDg aries Nlemakina: 1) tha;

emorcement ofCALM is suspended durina the pencieDcy of tbI rutemaldD8 (as COT has

SUllested) and 2) thatmm~ and carriers will have a reasonable compliaDce schedule of

at least 24 months to develop, iDstall and test the software and equipment DlC8Ssar)' to implement

the CommilSion'l final decision. Otherwise. manufacturers will coDtiD~e to have to devote

scarce enatuerJq rcsour=s to a solution that the Cammiuion may .ubuquenr.ly modify.

In addition, TIA recommends that the Commission adopt, as the FBI bu requested, an

expedited rulemalW1a all the subsw1ce of the twO petitions. Althoup these petitions concem

complicated techDical and lcp1 issues, TlA is bopefUl chat a comment schedule similar to that in

the CommilsiOll'~ re=mNotice ofPropoIld Rulemakinl (3o-c1ay comment period and 3Q.day

f8ply period) will1:lc suflioient.

Finally. 1$ a ftarthft melDS ofexpcdldDl dUJ pI'O,css, TIA sUIp8U tbat - ifme

Commission docs determine that J..STD-02S is det1cien.t - theC~on identity tbc: speclflc

.4·
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capabilities it be1i=ves are required by CALEA and consider retnanding any c1eta11e4, technicaJ

standardization work to Subcommittee: TR4S.2 (the TIA standards aroup that initially developed

1.STD-02S in cooperation with Committee T-1). This di...ision of labor would permit the

Commiasion to focus its resources on the lep1 question ofwhether J-8T'D.02S must be modified.

without baV1Dg to develop the nccasaI)' implcmcfttUtg tec:hDicaJ specifications. It would al",

allow TR.4S.2 to ensure that lIllY modified SWldarcl is consistent with existisll industry protocols

and capable ofactual implementation,

n. TIle Co..."'•• 1••ecUately Sboald S......ad laforce.eat ofCALEA Duria, the
PlIldeacy of .taltula.aIdq

The Commilsion immediately should SUSJ*lCl eDforcemIm of CAL!A during the

pendency of its rulemakin,.S In section 107, Conpss clearly anticipatici the problems that

wou1cl arise ifthe FBI did not qree with III industry SWlCfard's implementation ofCALEA'!

capabililY requirements. The statute grants the Commission the authoritY to resolve disputes

o....r iDcluauy .It:mdarci& ID<l to sat a compUuce schedule fur trasiUOI1 to the tina! stJlDdard that

the Commission promulgates.6 UDtil the eurrent uncertainty sWTOUDcHng J-STD-02S has been

$ Sus_ioIIlIlcMllapmIntwork. now.v.r. will DDlIfJia me 0ft-IDinI pricina c1fon !Mew...
lItuufacNrers and Ute FIl. As die " .....",.icItionI iaduary his iDdinItd '" ....t 1eaet to che AUOIftIY
ClencrI!. l!1iftuf'Icnnrs are caauniClld 10 conIiDuinilbat eaercisl. Sa Jener ham Mesan. Mau FlIDipn (Praidenl,
TIA). Jay kitchen(~ PenonI1 CaftmluaicldoM IndwII)I Aslaciadoa), Roy Nell (Presldem. tJolled SWU
T~lepbancAssoeiatJon) aDCl T1IcIaJaI Whaler (Pnaldcnr. Cellular Tel~ommUDlcllioallnclulay AUOCiadOll) to the
Honorable JaDet keno (Mach 20. 1991) aetachcd u ApPendia 1.

6
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resolved., manufacturers should DOt be requirecl to devote eDginecrinl resources developing and

implementing a sundard that may be radically modified in the next few months.7

Because .w modification in J·81'O-025 could reqw,e complex changes in a

manufacNrer'e individual CALEA .olutio.a., proceedine in the face of the current challenges to J-

STD-02S would cause manufacturers to ware valuable enliDccrins rosoun:es, sacrificina othllt'

profit-making actMty, anel expose the companies to~ prospect ofhavini to create several

versions of its CALEA solutioo.· This clearJy would lJDt serve the public interest. Even before

the paWn. ~titions, lDIIlufaeturers were coneemcd about the inherent uncenaimy in working

to comply wilb a standard that the FBI bad repeatedly said it would challenge. As a result. many

manufacturers bave been cautlous about proc:c:c:din& put rellt\U'Cl sptCificatiOD development into

sctual implementation.

!fa Khldule for U'lDSitiOD to die revilCCl standard is not providecl by the COmmission anel

maIlu£actu:ers are required to continue to dnelop CALEA solutions elwinl_ pelldiDg

rulemaking, the various manufac:tun:rs' CALEA solutions will risk beinl incompatible with eacn

other. System incompatibility i,m eDOtmOU8 risk for &CVic:e ptOvide!'s.l1WlufaetUrers and the

1 [na.cI, .........,CieMlsllu......ulDUcb in bIr l"ICeIIt"Q"~ befan the Hause
Appropriations SubcoauDiUII for CaauMra, JUItict, State and die Judlcilry. In bertestimoay, 1M ADDmey
Onc;nU........ ia ......... 1Mitc.. aflh.. oN......... would JO'IPQCIe die cCllllJtlfancc dale by at I..24
moatbs - far • Itut. 1D0IIIbs cIuria&..)llftdlncy ofme Conuaiaian', NYiew anel. fOr at lIlA ID adcI.1liolill II
monchl Ilk Ib- C __ 11& tIDaI_ls_ eo I1Iow iaduslry to buUd Iftel. iftsll11lhe equipmeilC llICessary
to compl)' wIlD tiee-.i ·s...inaIJaL In TCSlimOftY oftbt AnornlY GInn before the HOUle
Appropriations SubcOftUlllftae for Commerce, Stile. JUSU". the J"di~i~ IIld ReJau:cl ApN:ies (F.lsnwy 26,
1991).

I Dtsip ot rhe sahare IIICl hIrd-.re neceuaI')' to implement CALEA. capMilida is Yet)' labor
IDleusve. Aa die C...,isaioa ia weU aware. the '11econunUfliatiGns iIIc:tusaY is lOiDa 1lu'OU1h.. enOrlllous &fOd
tbal blS JniMd lb. pool for rain. eq1Mtn. In addition. there Ire sm:nl 0Ihw pres.llDJ tel:hDical i.uts - such
u Yew 2000 ("'Y2l(")-,a---chat ...... reliability prablems in the IlIIWOrk if bat I'eSOwcC in a timelY
mIIIft.r and l:om_ for tbese scarce I'CSl)UJUS.
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,

govemmat. As the Commission is aware, local exchanp, cellwar and personal

communications service (UpCS'') providers' networks ftequen.tly intermix various

Thus, the Commission should provide manufacturers with immediate guidance so that

manufacturers' telephone Detwork elements. Thus, SWldards-based. compatible solutions are

critical to eMure that such devices are fUlly interoperable,9 Faihzre to easUfC uniform

fNstrated wiretap service. RusbiDg to cobble together dispcate maineering solutions to avoid

enforcm:Den.t actions is sure to injure everyone.

III. The ComadHloa SIa...1cI Eatablillt, It tile .....,•• of 1&1 .......IdaK. A
Reua....COlDpliuce SC....1e oIa. LeIIt 24 M.... froID til. Dale 01 tla.
Co••••iaat

• Flul Deciliea for IIhIUItry to Bulldaad Deple)t the Eqaipaeat ••d
sofhr.... N......". to IlIIpie.eIIl that Dectlioa

Under section l07(b) ofCALEA, the Commissio.a is reqUiml to "provide a reascmable

time and conditions for comp1imce with and. trlDSition to allY new studard."IO As the

11aia &act •• ,....ized by Conpa ia craftiq CAL.EA to provide dllllftdUmY (aDd not
lOYeI'IIIIlIIU) dec. WhIt..it fa ..provi4ed 10 Jaw cnfGnCllNllt. 1'1Mas. die SIINIa 11 duipcd EO pennlt induIay,
nat law ..tore__ co pta......... ldlluIrbor....for CALIA capabilitY. 1be Jaw • clarly provides thai
cmJy such "call idealiMll inftM'InIIioat, tMl1ftUllf'aclurm bid 1beIDnl......... iIIlO their' devices must be
providcci co law eafclft:llDtac.ad only Iftbat data is rtaIOIUIbly ~lilabl.EO be eaD'lClld.

5.cdOD J07(b) allow.... GO\fe.rnmcnt IlIaCY or Uly other persall" Ibll btuevel r.bat an ind~
standard ~ a.ticieDc to

"petition the ComlllissiarllA IIIIbUsb. ~~ rule. w:hftica1 RCluirements or J&IIldIrdi mal ­
(I) raM! .. Mlilaeca~lli~naquil'emnls ofScedall t03 by coat etrec:tive 1IIICboda:
(2) protect die priwq IDd security ofcommnnk:alians ftGC aurbarizId ~ be inlercepecd;
(3) minilllia rM CGIt afsuch COftIsdllna DB raidcncial ratllPaym:
(') lerve the ~U!:~ atmil: Uilired SWIS to cnc:~.. the prDvilion afJU:W 1KhnoioBia aDd Jet\'iees to the
public; and

APR-DZ-S& 13:59 Fra=:STEPTOE, JOHNSON
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an inabilitY to provide any son of test bed or other facility asaiDst which manufacturers might

test proposed solutions, the prc,cess could easily take longer. 12

(5)~. a rnaonabJe diU aacl coacIidoAs for eoat~iana wjtb lidnaaJlioa to m)' fl.W SIIftdIrd.
inclw:lir1l defua the obU,ariou ofmlecommUlllcatians canicn un4trs=ion 103 clnllll)' transition
periad."

CA,J sA., i 101(11)~" lUte. , lD06(b).

Commission is aw8I'e, softWare devetopment efforts for digitaJ telephony enhancements require

approximately 24 months ofreliClrch anel development time for manufacturers. In addition,

manufacturers (working with their cmier customers) rcquiR several more months

(appro:litimately 6-12) tom~' U1cir equipment facilities and services to accept the DIW featUres

and to test the implementatian. 'I In the PlUcnt sit'laticJS. where Law £Dforcement has e)t'Pre5ceQ

T-36~ ? 13/35 Jcb-~032024293902

In~w~Lt COftIIitua "I tIUOIlable .... for camplilla. die COIIuDissiaa shauld
examine !be otlulr factors 5tt fri ir, section 107(1). Far 1UlftP1.. lfpnsltd ta aa:celtrMe their devc1apment and
ImpJ.mentaucm soIMduJe to ...... Nto yan.1NAUfactuntt would nac be &bIll to mat dlCllSIlswlcCI c:apabillty
reqWl'emeJ1ts by die most cClSHtreca ive raedsods. IS mpaired by section l07(1t)(1).

SiIIlillrly.lB)' lbclwed COIU suffered by..-utKlu,.n In ;aempctna to saclsfy tho
Co_inion's fbsal detetlaiuDan iul.cu lh8l"'D Jan would intYiraWy be pIIIICllD CIINrs who (ciepeading an
wbedltr they wert rtilllbuned by me 10"_>~ouW be forc8d to put eM callS Ilona to the rurepayers - a
ruu1t dln~tlyeamlW')' to the aoal ofmiailDiziPllbe COltS orcomplilllce Oft rcsidadal rucpaym sct tom In
Sectian 101(b)('2).

FillaUy. __ i»dui1ry to ....CA1.EA cotnpUabl ia under two yean would BOt serve "'tbe
policy ofthe United Stares CO IIICOQ"" &be pnwtsfon af...=bhotosia and services to me public." u .nornaoys
amOUllm of timc UICI IQIiJu:eriqm,,,,allIIN'" employed ill eIle pravision of suda desirable techllolo&ies to
tn. publio wau!ci have £0 h8 dedial!d Ca Sltilt'llD&1be COIIUIlisaion's fibal decermitwioD.

II s.. T.tk _, af~ J. Ftlntun (PreI~1" 1lA) befin die HOIIIt Jud!A:iary Subcommittee
on Crime (OcEObIr 23, 1991) IDIIChId • Appendtx 2. $_.TlA Caaamcn••cl1lepl)' CoauMms in the
Co_iN_'. NCAIId N .............. MalIerofColftallmicaliolu AssilWlCO for Law £nforellUllt Act. CC
Oocket 1'10.97-213. FCC 97-35'-

Silll"~, illlU 1"'''''1lIIicm _Ie IUbIDiaId tv Coqrell lID .March 3, 1991. dl. FBI
uknawltdaed dIat SfaIdIrd indUSOY pnaicle tequira • lair six mam:h. ors)'SCCIft qincer1fts followed by an
addJUonal12 manUia of cqinelrill~dcvelopmlllllbe. new r-uu can evea bI&ic lD be re1cUed tD carrI~

Cu&&onIMI. CammwtJcations Assll~ tor Law Enmllll.1It Act (CA.LEA) lmplementldoft Pia FBI. at:22 .t. 23
(March 3, 1997). .

11 Dapice induary' srepcad re&'!UlSts for suc~ intormaaoa. tbt FBI attn has ROI idenafied the th1rcf.
part)' vendor who Is CO build Its ~olleccioft "baa" and whee SUCh • I:Gllacdoa dM'ice would be ava1Jable fot JIltedace

(Continued ... )
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Obviously, becaJlse manufacmrm have aUeady begun work toward impletttenUng J­

STD-02S, depending ou the extent to which the Commission leaves J-5TO-025 unmodified,

illclusuy would 'DOt require me orcI.imIry 30-36 months to develop aDd install software and

equipment coDiistd~with the FCC', fin&( detenniDation. However. as the Commission. is well

awaft from its roclllt NOllce ofProposed~.13 bcc~n* of fegaeaabl. delay& in the

industry standards process (because of the on-goiag disputes over CALEA requirements) and the

public:ation oftbe FBI's tiDal capacity DDticl (well beyolKt the elate Congress bad anticipated.). a

two-year extension ofu. COlD1'liancc date is already nec:essary.l' Indeed. even the OepInment

ofJustice has recogni.zecl that an extension will be neccsury, given UWlufactu:ers' current

anticipated deployment schedules. IS

A,corctinalY, the Commission should establish I reasonable comp11aDl:e period of at least

24 months for imIuItry to develop and install the software and equipment necasary to implement

the Commission's ftul decision. irrespective ofwhl1 that dct=minaUon miabt be. This

c:oJ:l1l'lianc.'le period i. CODNJteAl with normal inctusttY PlKtic:e as well as the Attorney General's

recent testimony before the Hmuc ApproFiacioDS Subcommittee for Commerce. State. Justice

felWII with manutaturlts'.sohIaaaI. T1A would &UP the CommiNion to use tltil Nleataking as III oppomuut) 10
00" dli. critical inltHmaliGD flam me FBI.

13 ru die Matter afCGIIIInUII'CICioas Ass'stmee ror Law EJlfon:cIIleat Ac:r, NDCiCe of Proposed
Rui~QJa .. cc 1)00"-* No. 91~13, FCC 97.356 (relllSld Cd. 10. 1997).

I' Su, ..... the IIWD..- Cocuumts and reply CoaunIIlD filed ill die COIbIIliHioo's ncedt NodeCi
ofProposed kulemlldq. inclUdiq: ComDl_ orlM AmericaIl CiVl1 Ubeftiu Unioa. _ ""I0; Reply ClHIlftIeftb of
cbo Alfteriom Chili L..... Uaiaa, ItS.US: CGtIUIllftll orthe United StIlls Tolephaac Altoe*iDn. Ie 13.14; ltaply
Coaunentl afd\e Plnoaal COIIUDunic:ltionl ladusvy AJIOc:luion. ar. S.7; 111»1)' Conunen.. ofdl.
T.I"OIIImw'llcationl la_II')' AU6t1atiaD. at 6-8.

Jolac PotitioB fbr s.pedbe4 a"'.......' 11.~ Canuauaialians AssilClnce for Law
E.ll~ent Act (CALEA) ImplemltUatiC'lt tleport, II 15. Appendix 8 (J~UQ) 26, 1991).

-9-
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and the judiciaryt whete she estimated that industry would require at lwt 11 months to build the

equipment and software aecesSlZ')' to conform with the Commission's final decision. I'

TIA therefore respectfUlly SUlpsts tba1 allowing ind.ustry twO years to achieve capability

c:ompliancc after the prcmulpticm of the new sClUldard is a reasonable schedule. By promptly

lIUlouncina that the October 2St 199. compl1lDCe dale bas been tDllccl and that inclustry will be

provided with at last 24 months to comply with aD)' fUIal decision it may reach.. the Commission

would pennit both itself and industry to focus resources on cxpedi1ious resolutioll of the cUttc:nt

petitions, rather mao. the 1wDdteds (ifDOt thoUSllUls) ofsepcste petitions for extension ofthe

compliance date (under section l07(c» which inclusu:y is aJready preparing.

Finally, the Com.missiont s extenSion shoWcl add:eu tbe nwnerous inc1uacri... (e.1-,

pagiq) for which neilhc: capability nor capacitY requinmefUS ba~ De&m estabUshed. Both 1­

STDacns aJ1d the FBI's recently releued FiDal Capacity Notice only address wireline. cellular

lad pes providers.I' 1ndecc1, JeDior officials ofbotb the Depanment ofJumce and the FBI have

recopizecl that, because of resource const!aints. the FBI has DOt focused on other industries and

wirelinc, cellular and pes industries bas bccft resol'Vcd. As a result. the Commission should

1. ..T~ofebe AftaIIlC)' QeQIrIl bIfore the Houle Apprapriadcm, Subcammiaet for
Commerc.. State, Justice. die Judic:iar)' lAd RNcId AleneieS(Fe~26, 199.),

1'7 S. ImplMMncltion ofScction lOt orthe Commuaicltioal Assistance for Law Enfon:eftleftt Act.
fBI. eJ Fed. bs. 12211, 12230 <M-Clh 1~ U101) ("thIs Fin.t Netiae olCiptcity should be viewed IS the 6I'st
phaM epp~le to wllCDllUDunicaIiaDs aniIn ofrerin, scmcellbll_ ofmOlt illUMdiate CDDCIm to law
entbrntncM - that I., ........muni..... .."..,. a&rifta laal eadlaqe savtees IlKi c:auin c:ornmere;al
mobile radio se~ic:es. speetfical1y c.llutlr IIIrticen personal COIUIIluaicauOftI scrvice.j; Jaim Pttltiall ror an
1!JLptdltccl R,danMdn. b)' the~. ofJUIIiu allIi , ...... Bureau aflllvuuatioa•• 3 (flied March 21, 1991)
(iJJcii~. that j.STD..Q2' only applies CO wirelin•• cellular aDd PeS carriers).
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ensW'e that the new compliance schedule extends to manufacturers ofall telecommunications

equipment.. not just those explicitly covered by I-SID-02S.

IV. The C.,......io.I1a..lcI EltabUH •• Ra........ Sc••1IIt tor Addnsaial the
Co.plh:lted Teclaaleal ••d Lcp.lIIuu RaiHd by TIl.. Petitt...

All parries involved in this c:Uspatte would prefer as expeditious ofa <1etIrmination as

po_ible from the Commiuion. Accordiq!y. nA aarees with the ])eparImcnt ofJustice's

request that the Nlemaldq· beJ'~ on public aotic:e U SOOft.1I pouihle.

As mcntione<l above, 11A lJl'PS Use Cammissioll to mmounce at rhe beJUming of its

rulemakine that: 1) compliance with CALEA is suspended during me peDdcncy ofthe proposed

mlemakiAg. and 2) that indusUy will be provided at least 24 mcmlbs from the Commission's final

d~tiOD to design. develop and iDIta11 the software and equipm=.t necessary to implement

the Commission's decisioD. nA also requests that the Commissiou UUIOUDce a comment perioci

similar to that adopted by the Commissioft In Its previous Notice ofPropoMCl Ru1C11101kinC -- with

an initial 30 day commezst perioc1 mel a subsequent 30 days for reply comments.

As the Com.missicm is weU aWlre. these petitions CODCerI\ complicated techssical issues

that are not alwayS easily conveyed in writinS. Thus.. 11A's members are winma to make their

engineers available to the COIDIftiNion staff in any additional forom chat the Commission miaht

desire.

V. SlaouJcl tile Co••, .... Dele......, tbat J.ITD.025 .. Dtftciat, It Slao.ld Rem••d
Of Teaaaal ltaadardlUUoIl Work te nt....S.J

In. the event that the Commission dr:teIm1nes ttw J-STD-02S must be moclified, TtA

aU.BCSIS that the Commission remand any technical standardization work to the subcommittee

• 11 -
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II

that oriamatlY eteated the stIDClard - TR-4S.2. DeleptiOll to TR-4S.2 would pennit the

Commission ro focus on tba lqal question ofwhether certain features must be added or removed

ftom J-5TD-025 and avoid expending resources creltinl technical specifications for my such

moc:litiQations, Dtlep1ioll to TR-4S.2 would alia allow that subcammi*c to ensure that any

modifications are hannODiows With c:x1sU11g lnclustry protoc:ola u well u tJH l1IIW Lawfully

AuthorizedE1e~ SuneiJ1ance \LAES'') protocol, created by J-sme02s specificallY to

implement CALEA.

011 rcmaad, me COJDdtiuion should provide both: 1) dctailc:d JUidance ofmy

modifications it bas clec:ided must be made 1A 1-5TD-02S aDd 2) a msoMbIe deadline for the

subcommittee to complete its work (witb aD appropriate adjWltmellt of'tbe c:ompliuce date).

The Commission could also consider assignina a staffmember to panicipae: ID the pnx:c=edings.

Depending on the number and technical complexity ofany modifications, 1lA would sugsest a

011. yeardadliM for the subcommittee to publish any modifiearioas, LI with industry required to

comply with the modified RanCiazd within 24 dlOtlths.

VI. COIIcJu.ioIl

TIA is proud oftbe bard work Uld aoad faith efforrs made by the members of

$UDcOmmittet Tlt-4S.2 aDd Committee T·l in establisbina l-STl).02S. The members ofthlse

bodieJ represent some of the finest system ancI desip eft,mem in tho worleL For more than two

yean they wQrked ~10.1y with law eafarcemem to develop & star1dIrd that achieved

•
A anc..y_dadline is c:ansi8clat witll 1M IdIadWe Idopced for chi CUIftIIl EaJt.uceci Surveillance

Scr¥ices standards prajtcl, 'l1l1s projlcc, whidl WIt inidacld iat J_UII)'t IS ICIMcI\a1Icl to 10 10 ballot b)' JIIDVoIU'Y
1999, with a fmtl pubficadon daIIln April 1999.
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ttA lookt fOl'Wlll'Cl to the ComminioatllelOkatioA of aD)' romPinin. UDCeftaimia

suzroundin8 this SIIDdaJd. AccorcUnaly, TlA \UPS tbc Ccm.miIaioa to immediAtely initiate this

ru.Icmakiq, ad to:

1. S111p1Dd~ oaforc:e..ofCALEA WIIil me pramulptiOll of
the CCnMIIHioa', fiDal~ oftllil~

2. estaItUsb, It die bflinnin. of its Nllmalcfaa, a n1lOQ1lh lc 4OOIZIpI__
scbldu1e af1& last 24 IDDDdIa for iM1.wy to develop ad iAstall the
Jaftw__lquipJDCDt neceuary to implemat the Commj'siGa's bal
detl!rmiJlation;

3. estabUsb III IXpedl_1CbedWc Car IddraaiAItbe oampJiaatecl ttehAica1
aDd 111&1 issues raised by these peddoal; IDd

4. s1IDulclm. CotlSlllilliall4etanDiae tbal J-8'l'D-02S il defieiat. fCIS'Ull1d any
technical staDdlrdllltioa work to TR-4S.2.

StrNIIt A. .Btbr
'IboasuM. ....
J-..M.Taa-
L. 9cDj-m lWIri ....
SrcptDe. , UP
1330 COJllllCi:ieat Awaue. N.W.
WuhiqtoD. D.C. 20036
(202) 429-3000

CtHlIIAl/1Ir 17.4

April 2, 1997

T__••••do. JanI• .."....tatto.
OrurSei&lt,

Director ofOovemmemltelUioDi
Maftbew I.FI",

Pmideut
120.1 PeusylvlDia Avenue, N.W.
SWu=3l.S
WubJDBtoQ, DC 20004
(202) 313·1483
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